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SecurDrive

SecurDriveis a secure composite hardware device which combines the
advantages of mass storage tokens (encryption and readnly features) with
smart card technology, in particular with Gemalto smart cards.

The device can host a micro SD memory card and/or a smart card.
It has been designed to operate in two modes.
1. Mobile mode 2. Corporate mode
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Use Cases

Digital Signature
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ecurDrivedevice and its different GENZESIS
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components
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Features and Benefits

It provides a portable and secure way of storing your data and applications
Generic Smart Card Support

Mobility

1. Carrying Data and Applications

2. Accessing Smart Card Features Outside Your Usual environment

LED Management

Button Management

Zero-foot print plug -and-play on multiple operating systems when configured in
HID (Human Interface Device)

Integrated in Microsoft smart card environment when configured in CCID (Chip
Card Interface Device)

Metal outer housing for protection against physical damage

Versatile interface accepting .NET, FIPS 14D level 3 or Common Criteria PPSSCD
certified smart cards

High flash memory capacity from 2 and 32GB with AES hardware encryption
capability
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Operating Systems

The SecurDrivedevice can be used with the following operating systems:
Yy Windows XP (Service Packs 2 and 3 only)

Yy Windows Vista (Service Pack 2 only)

Yy Windows 7 z Service Pack 1 only
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System Requirement

Minimum Configuration

Operating System Window xp / Window 7

512 Mb Ram

Quad-Core/Advance Level( QuadCore) Processor

Install .Net version 2.0 according to your System Operating System(Download
Link- )

Install Windows Installer(Download Link -

http://Amuftkhor.blogspot.in/2012/10/windowsinstaller -31kb893803
x86exe.html)


http://www.googleadservices.com/pagead/aclk?sa=L&ai=CHNd1uR8UU6-PAcWJiAe81oDYBLHdgsAE-YH78YMBkrvb3g8IABADIIqjswYoA1CFjbDjAmDlwuSDpA6gAd_Jm9EDyAEBqQK9zT3dqpKUPsgDG6oEIk_Qj4hVaQ8TXonVsSIf4N98Kf6Dw8Ocry-7jCb9ZbD4ptKIBgGAB4m25C6QBwE&ohost=www.google.com&cid=5GjyN8fIG86OJ4jtq51BgIWy4TkX5PRk8LEzUoqeg4aTbwCl&sig=AOD64_0dqdfCXnqz-m_xiB_f7Xh0jOmo_A&adurl=http://microsoft-net-framework.xtremedownload.com/?lp=adwords&tg=in&kw=Net framework 2.0 50727&mt=p&ad=35352509673&pl=&ds=s&nb=1&res_url=http://en.softonic.com/s/.net-framework-2.0.50727&rurl=https://www.google.co.in/&nm=93&nx=126&ny=11&is=716x279&clkt=131
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CHNd1uR8UU6-PAcWJiAe81oDYBLHdgsAE-YH78YMBkrvb3g8IABADIIqjswYoA1CFjbDjAmDlwuSDpA6gAd_Jm9EDyAEBqQK9zT3dqpKUPsgDG6oEIk_Qj4hVaQ8TXonVsSIf4N98Kf6Dw8Ocry-7jCb9ZbD4ptKIBgGAB4m25C6QBwE&ohost=www.google.com&cid=5GjyN8fIG86OJ4jtq51BgIWy4TkX5PRk8LEzUoqeg4aTbwCl&sig=AOD64_0dqdfCXnqz-m_xiB_f7Xh0jOmo_A&adurl=http://microsoft-net-framework.xtremedownload.com/?lp=adwords&tg=in&kw=Net framework 2.0 50727&mt=p&ad=35352509673&pl=&ds=s&nb=1&res_url=http://en.softonic.com/s/.net-framework-2.0.50727&rurl=https://www.google.co.in/&nm=93&nx=126&ny=11&is=716x279&clkt=131
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CHNd1uR8UU6-PAcWJiAe81oDYBLHdgsAE-YH78YMBkrvb3g8IABADIIqjswYoA1CFjbDjAmDlwuSDpA6gAd_Jm9EDyAEBqQK9zT3dqpKUPsgDG6oEIk_Qj4hVaQ8TXonVsSIf4N98Kf6Dw8Ocry-7jCb9ZbD4ptKIBgGAB4m25C6QBwE&ohost=www.google.com&cid=5GjyN8fIG86OJ4jtq51BgIWy4TkX5PRk8LEzUoqeg4aTbwCl&sig=AOD64_0dqdfCXnqz-m_xiB_f7Xh0jOmo_A&adurl=http://microsoft-net-framework.xtremedownload.com/?lp=adwords&tg=in&kw=Net framework 2.0 50727&mt=p&ad=35352509673&pl=&ds=s&nb=1&res_url=http://en.softonic.com/s/.net-framework-2.0.50727&rurl=https://www.google.co.in/&nm=93&nx=126&ny=11&is=716x279&clkt=131
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CHNd1uR8UU6-PAcWJiAe81oDYBLHdgsAE-YH78YMBkrvb3g8IABADIIqjswYoA1CFjbDjAmDlwuSDpA6gAd_Jm9EDyAEBqQK9zT3dqpKUPsgDG6oEIk_Qj4hVaQ8TXonVsSIf4N98Kf6Dw8Ocry-7jCb9ZbD4ptKIBgGAB4m25C6QBwE&ohost=www.google.com&cid=5GjyN8fIG86OJ4jtq51BgIWy4TkX5PRk8LEzUoqeg4aTbwCl&sig=AOD64_0dqdfCXnqz-m_xiB_f7Xh0jOmo_A&adurl=http://microsoft-net-framework.xtremedownload.com/?lp=adwords&tg=in&kw=Net framework 2.0 50727&mt=p&ad=35352509673&pl=&ds=s&nb=1&res_url=http://en.softonic.com/s/.net-framework-2.0.50727&rurl=https://www.google.co.in/&nm=93&nx=126&ny=11&is=716x279&clkt=131
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CHNd1uR8UU6-PAcWJiAe81oDYBLHdgsAE-YH78YMBkrvb3g8IABADIIqjswYoA1CFjbDjAmDlwuSDpA6gAd_Jm9EDyAEBqQK9zT3dqpKUPsgDG6oEIk_Qj4hVaQ8TXonVsSIf4N98Kf6Dw8Ocry-7jCb9ZbD4ptKIBgGAB4m25C6QBwE&ohost=www.google.com&cid=5GjyN8fIG86OJ4jtq51BgIWy4TkX5PRk8LEzUoqeg4aTbwCl&sig=AOD64_0dqdfCXnqz-m_xiB_f7Xh0jOmo_A&adurl=http://microsoft-net-framework.xtremedownload.com/?lp=adwords&tg=in&kw=Net framework 2.0 50727&mt=p&ad=35352509673&pl=&ds=s&nb=1&res_url=http://en.softonic.com/s/.net-framework-2.0.50727&rurl=https://www.google.co.in/&nm=93&nx=126&ny=11&is=716x279&clkt=131

/
~ GENESIS

a NAYAR enterprise

O —

Easy Secure Login

Easy Secure Login is enforcing the use of a smart card
or USB token to login Application with Login
Window.

Simplifies the Easy Secure Login of strong
authentication across applications.

Protects resources by enforcing user access rights and
reducing the risk of unauthorized access.

User Attempts to Login Desire Attempts for Easy
Secure Login.



Screenshot Description

Starting The Application

While you will attach the device to your system you
will get the auto run wizard. You have to choose the
first option (Run Launcher.exe), and then Click.

[ e AutoPlay l = | |_i‘£-J1

;4 CD Drive (G) CD PART
=

Click Run Launcher.exe
[] Always do this for software and games:

Install or run pregram from your media
% Run Launcher.exe
E=ge* Publisher not spedfied

General options

Open folder to view files
| using Windows Explorer

View more AutoPlay options in Control Panel
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After Click Start.exe you will get the first window of Genesis
SecurDrive

== (Genesis SecurDrive

SecurPrive

Click Easy Secure
Login

@ 2001-2014 Genesis (a NAYAR enterprise). All Rights Resenved
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After Clicking Easy Secure Login you will get the Login
Window (first window appear if there is a SecurDrivels

present)

SecurPrive GENESIS

Virtual key board

Enter Password

Access Private Partition

Enter Password:
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User remaining attempts : 4
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But if there is more than one SecurDrivebelow
window will appear.

Click Ok To Continue
SecurbPrive GENESIS

a MAYAR enterprise

SecurDriveNa secured storage device,with smart card inside,
This portable sthwage device provides securityand convenience by
encrypting your datswsing proven smart-card technology, This is
developed and maintaimed by Senesis Futuristic Technologies Ltd,

Information

Select Token
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Select aSecurDrivefor login.
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SecurBrive GENESIS

GENESIS
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SecurBrive

SecurDrive a secured storage device with smart cafd inside, virtual key board
This portable storage device provides securityand cpnvenience by ] Ly (e
encrypting yaur data using proven smart-card techpalogy, This is y

developed and maintained by Genesis Futuristic Tgchnologies Ltd, Aceess Private Partition B @
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Enter Password:

Select Token Liser remaining affempts : 4

el o v [ |

Select Token
GEMALTO IDBridge K3000 CB0@A57100000E9E
GEMALTO IDBridge K3000 CB003571000030CE
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~ Details of Entering the Password

Press Continue (Enter key) button without entering
password: If you press the Access button without entering
the password then you will get the message as shown in
picture given below.

[— [x
Click Ok Button GENESIS
[6) [0} 1)
(9] 21171
= 5)[S]
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If you enter the wrong password and press Access

button an error message appears as shown below. After
pressing ok button you can now enter the password
again but not more than 4 times (in case of wrong

password)

Click Ok Button =[x

SecurbPrive GENZESI

a NAYAR enterprise
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After entering correct password : After entering the right
password and clicking secure Access Button private
partition will open as shown below(Caution: By default
the User Login password is set to 0000 ).

Click Change Pin
Enter Password



